
Cloud Provider Transparency – An Empirical Evaluation 

Abstract 

Cloud computing is quickly becoming the next wave of technological evolution as a new 
approach to providing IT capabilities needed by business. Driving interest and investment in 
cloud computing is the revolutionary change to the economic model. Cloud computing also 
promises to allow IT to respond more quickly to the needs of the business. Key tenets of cloud 
computing include being on-demand and self-service. This shift to the way that a business 
engages IT services creates new challenges including regulating how internal business units 
purchase cloud services. How does a business assess cloud providers services for security, 
privacy, and service levels? The purpose of this study is to develop an instrument for evaluating 
a cloud provider’s transparency of security, privacy, and service level competencies via its self-
service web portals and web publications, and then to empirically evaluate cloud service 
providers to measure how transparent by using the instrument. 

Introduction 

 Using external Information Technology (IT) services has been going on for several 
decades now evolving from timesharing services to application service providers to the current 
“cloud computing” phenomena1.  NIST2 has developed a good working definition of cloud 
computing that breaks cloud computing into three service models: Software_as_a_Service, 
Platform_as_a_Service, and Infrastructure_as_a_Service. Cloud computing holds the promise for 
the enterprise of providing a ubiquitously available platform that can automatically scale up, 
down, or scale-out on-demand. Cloud computing also portends to be self-service and highly 
automated allowing an enterprise to get started using the services with nothing more than a 
browser and a credit card.  

 An important challenge for IT comes from the lines of business (LOB) who are 
unsatisfied with the responsiveness of IT with how long it takes IT to respond to new 
applications requests. Several decades ago the mainframe environment had an acceptable 
response time of 12-18 months to respond to a request for a new application. Highly virtualized 
datacenters can now procure and provision an application environment in less than four to six 
weeks. The challenge facing IT occurs when the business manager responds to a four to six week 
answer from IT when they can produce a credit card and have something running on Amazon 
Web Services in a matter of hours. IT has to be able to respond to that kind of dynamic demand 
internally from the LOB or find ways to insert themselves in the process of assessing and 
validating publically available cloud services.  

 Whether corporate IT departments want to allow the crown jewels of the company to 
reside in a public cloud or not is certainly one question each company has to answer for itself. 
For the purpose of this study let’s assume that IT is being driven to the cloud because of the 
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potential economic and time-to-market benefits.  IT is going to need a new assessment process to 
proactively evaluate the cloud along four key dimensions – security, privacy, auditability, and 
service levels. Open availability of the information from this type of assessment provides 
valuable information for IT to “transparently” evaluate the risk of the environment. 

Purpose of the Study 

 The purpose of this study has two components, the first component creates a scorecard 
for evaluating the transparency of a cloud via the cloud provider’s self-service portals and 
published web content.  Second, the study empirically evaluated a small population of cloud 
providers to test the scorecard and to assess the transparency of the population. 

 Wüllenweber and Weitzel3 built on perceived risk theory and the theory of reasoned 
action to empirically show that standardization reduced the perception of risk in outsourced 
services or what we will call “transparency”. In this study we evaluated the cloud providers 
transparency based on their web available published use of standards, best practices, policies, 
procedures, and contractual service level guarantees. The study also looked at publically 
available information about problems the provider may have had in the past related to breaches 
and downtime.  

 To perform this study, an instrument was developed to assess and score the information 
collected from web published sources by or about the cloud providers.  The instrument is 
referred to as the Cloud Provider Transparency Scorecard (CPTS). CPTS includes a section on 
the offer for pre-assessment, security policies and procedures, privacy policies and procedures, 
and service levels.  

 The methodology developed segmented the evaluation into four key domains: security, 
privacy, external audits/certifications, and service-level agreements. Each domain included a 
series of questions based on key areas outlined by the Cloud Security Alliance4 (CSA), NIST2, 
and the European Network and Information Security Agency5 (ENISA). Each question equated 
to a 0=no, 1=yes value with each domain totaled and an overall score based on the total of all the 
scores. The domain based scores were then divided by the total possible to provide a simple 
percentile equivalent. The total score was also divided by the total score possible to derive a 
percentile equivalent. The methodology allows the evaluator a simple method to compare the 
differences between CP’s based on each domain and an overall score. 

 The remainder of this paper is organized in the following manner. First, we will look at 
the definitions that we will use to define the cloud for the purpose of this study; second we will 
review the elements of the proposed instrument that will measure the transparency.  We will then 
measure the transparency of a small sampling using six cloud providers and, finally, we will 
summarize our results and discuss possible future research. 

Terminology 
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 In this section we present terminology for defining the problem and have included 
NIST’s definition of the cloud which includes five essential characteristics:  

On-demand self-service – This is the ability for a consumer or business person to procure and 
provision cloud services such as storage or compute services via a portal mechanism without the 
assistance of the cloud service provider.  

Broad network access – This is the ability to connect to the cloud services anywhere with any 
form of client such as a mobile phone, a laptop, an intelligent mobile device or any web-enabled 
device. Where the information is stored physically can have regulatory ramifications based on 
the type of information. Such information types would include Personally Identifiable 
Information (PII) or Personal Health Records (PHR), both of which are regulated in the United 
States. 

Resource Pooling or multi-tenancy – the provider’s resources are pooled and dynamically 
allocated based on application demand. . Each physical machine may actually have multiple 
tenants on it (business users) or if the cloud provider offers it and the customer is willing to pay 
for it a physical server may run only the one tenants virtual machines.  

Rapid Elasticity – This is the ability to scale up, down, or out automatically as workload 
requirements change. This characteristic provides the customer with the ability to pay for 
resources as needed and allows specific demands to be met with seemingly unlimited resources. 
For example, if a business experiences peak workloads at the end-of-the-month the cloud will 
support the demand transparently to the business. One other example would be to use the cloud 
for scale testing. Measured Service – With an on-demand and auto-scaling service that is paid for 
with a pay-as-you-go financial model includes the need for fairly fine grained metering 
capabilities. The metering has to include monitoring, controlling (e.g. setting maximums), and 
reporting. 

Candan, et al. provided a definition for Service Levels: 

SLA – Service Level Agreement is a contract between cloud service provider and a business 
which details the expectations for both parties. One example is service availability and the 
penalties for loss of service, another would be response time. In the case of Amazon Web 
Services (AWS) Simple Storage Service (S3) provides an SLA of 99.9% availability which 
translates to 8 ¾ hours downtime a year. The buyer must be cognizant that SLAs may vary 
within a cloud provider. Again, using AWS as an example, AWS Elastic Compute Cloud (EC2) 
guarantees 99.95% uptime which translates into six hours of downtime a year or 30 consecutive 
minutes a month.  

Transitivity- One last concept that is important when evaluating the aggregation of services 
within a cloud provider is impact of transitivity due to also aggregating the SLA’s. Using the 
previous examples from AWS where S3 has a 99.9% SLA and EC2 has a 99.95% SLA the result 
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of aggregating the services provides the lowest SLA of 99.9% to the application that uses both 
services together. 

 

 

What Elements make a Cloud Provider Transparent? 

 Trust in eCommerce is a well researched area with results that have shown the following 
findings regarding how trust6 can positively affect eCommerce usage: reduction in the level of 
concern which in turn improves disclosure, reduces the demand for legislation, and reduces the 
perceived risk. Business engaging a self-service cloud provider is consuming an eCommerce 
based service that provides infrastructure services instead of traditional goods such as books or 
music. Privacy statements, security policies and assessments5, and availability guarantees have 
been established as effective methods for evaluating trust for eCommerce service providers. We 
are extending the definition of eCommerce service provider to include cloud providers as a new 
type of eCommerce. 

Pre-Assessment:  

 One approach to assessing the cloud would be to use a third party security firm that has 
experience with cloud applications. Another would be to use internal resources and leverage 
recently published assessment methods from the Cloud Security Alliance4 (CSA) or the 
European Network and Information Security Agency5 (ENISA). Both methods provide steps for 
security and privacy assessment and detail areas of focus for audit and governance specifically 
for cloud infrastructures. The challenge with the existing methods is that cloud providers are 
relying on the self-service model for customers to engage them and these assessments are 
designed to be based on extensive surveys requiring the cloud provider’s (CP) staff involvement. 
The “low-touch” self-service model provides economic benefits both to the cloud provider who 
can reduce the costs of services and to the customer who is charged less and can directly procure 
and provision resources.  

 An alternative approach that matches the CP engagement model is to have all the 
required information provided in a method for assessing clouds via their web portals.  

 To pre-assess the cloud provider a prospective customer of cloud services could perform 
a thorough search of the web for news articles on issues, breaches and outages. For example, 
Privacy Rights Clearinghouse7 keeps a chronology of reported breach data while outage data 
would have to be tracked and reported by the CP on their website. Another step should include 
inspecting the type of customers who are using the CP to validate if their customers have similar 
applications, scale, and customer base. One way to accomplish that would be to directly contact 
the CP’s customers to see what their experiences had been.  
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 Does the cloud provider participate in cloud standards bodies such as CSA, ENISA, 
CloudAudit8, and Open Cloud Computing Interface9? Participating in cloud standards activities 
is one way that the CP’s can demonstrate that they are interested in improved trust and 
interoperability. Also included in the basic business assessment are questions like what service 
models do they offer {IaaS, PaaS, and/or SaaS}, are they public or private? Are they profitable 
as a CP or are they still in startup phase relying on investments to support operations? How long 
has the CP been in business? These are samples of the types of questions that should be included 
in the pre-assessment phase to determine if the cloud provider could  be included in a  full 
assessment and if they are a good business fit for the prospect. 

 As a final step to the pre-assessment, evaluate the CP as a business entity. How long have 
they been in business? According to the Small Business Administration approximately 50% of 
businesses fail in the first five years10. Has the CP  had any financial difficulties? What happens 
if they are acquired or shut down their cloud offering? Do they provide services in all the 
locations/countries needed?  

The Detailed Assessment - CPTS 

Security 

 To perform a detailed assessment use a browser to visit each of the cloud sites and collect 
and log the various security, privacy, and service level policies and procedures. Is all the 
information located in one place and is it easy to access? Do they publish their policies and 
procedures? Do they offer an email address to field additional questions? Does the CP offer 
professional services such as security assessments of customer environments?  

 What kind of security controls does the CP have in place? If they publish their security 
policy and procedures, do they also perform standardized assessments? Several CP’s perform 
security assessments such COBIT10, ISO 2700011,  and/or NIST SP800-5312 on their 
environments. Are they members or do they contribute to ENISA or CSA? Do they use the 
ENISA or CSA recommendations for governance? 

 What kind of security education and certifications does their staff hold? Do they publish 
their certifications? For example, while AWS does not share that information, other cloud 
service providers like Terremark, SAVVIS, and Rackspace provide a list of the certifications of 
their employees in whitepapers on their websites and if you are a paying customer they will 
provide more specific details. Do they do background checks on their employees? This type of 
information is often included in white papers written by the CP. As an example, AWS publishes 
most of this information on their website and in their security whitepaper. 

Privacy 
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 Does the CP have a privacy portal? Do they publish their privacy policy? Do they 
manage their privacy policy over time? Does the privacy policy apply to all of their services or 
do they have separate ones for separate services? If the CP uses other providers services bundled 
within the service do they have a bilateral agreement to hold to the same standard? Does the CP 
provide a special email or chat for privacy questions or issues? Do they offer professional 
services specific to privacy such as working with customers on HIPAA compliance?  

 

Audit 

 If there are requirements for financial, healthcare, or personally identifiable information, 
it is recommended that the CP’s site is reviewed for the third party audit mechanisms. For 
example, do they comply with such as Statements on Auditing Standards (SAS) No. 70 type II13, 
Payment Card Industry Data Security Standard (PCI –DSS)14, Health Insurance Portability and 
Accountability Act (HIPAA)15, or Sarbanes-Oxley (SOX)16? Several of the CP’s such as 
Amazon Web Services (AWS)17 publish the fact that they perform SAS 70 audits but do not 
publish the control groups that they have audited.  

Service Levels 

 What are the service level agreements (SLA) that the CP guarantees? And do the service 
levels apply to all the services they provide? For example, if you are using Amazon Elastic 
Compute Cloud (EC2) Amazon has a 99.95% uptime guarantee. Amazon Simple Queue Service 
(SQS) and Amazon Simple Storage Service (S3) do not have an SLA guarantee. If you combine 
SQS or S3 with EC2 the net SLA is 0%. Does the CP use a service level management process 
such as Information Technology Infrastructure Library (ITIL) 18? 

Next Steps Post-assessment 

 Once the data has been gathered the next step is to contrast the CP’s standards against the 
corporate policies and against the requirements of the application being provisioned on the cloud.   
Evaluate the cloud policies and practices against the internal policies and practices to see if there 
are differences in the security and privacy policies. Does the CP meet or exceed the security and 
privacy policy levels used internally? Do they provide enough information via their self-service 
model to determine that?  

Results of the Pre-Assessment 

 For this study we chose a relatively small population of six cloud providers as seen in 
Table 1. CP’s offers and structure vary greatly from one provider to the other. NIST has defined 
provider four cloud deployment models; which are private clouds, public clouds, community 
clouds, and hybrid clouds. Private clouds are operated specifically for one organization while 
public clouds are made available to the general public. Community clouds are designed to 
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support a specific community such as an academic community cloud or a specific type of 
government function community cloud. A hybrid cloud is the federation of several clouds made 
up of all the same deployment models or different models. Our study only included public cloud 
providers that could be accessed from the Internet and offered their services via a self-service 
method. Also for the purposes of this study the six cloud providers {Amazon, Google, Microsoft, 
IBM, Terremark, and Savvis results will be anonymized by referring to them as CP1 through 
CP6. 

 

 

Within the public cloud provider there are different classes of providers. From the providers 
chosen, Amazon and Google were selected as representative of web based companies that 
repurposed and extended existing infrastructure and software to support cloud services. 
Microsoft and IBM have been providing various managed and application services which they 
have extended as cloud services. Terremark and SAVVIS have provided various managed 
services to commercial customers and recently have created cloud computing offers targeting 
IaaS leveraging virtualization technology. 

 In the pre-assessment portion of the study summarized in Table 2, we found that almost 
all of the providers had published outages, published what the fault was that caused the outage, 
and published what the corrective action was. Researching for breaches in Datalossdb database 
showed no breaches tied to any of the CP’s studied. Cp2 did show up in the database due to the 
loss of a laptop with CP2 employee data on it. Breaches that affect CP customer’s data would not 
necessarily end up in the Datalossdb unless regulatory rules required notice to those harmed. The 
nature of the public profile and the type of services offered by CP’s have a higher probability of 
being divulged publically and, as one CP posted, full disclosure and transparency is their best 
practice. Microsoft Azure’s loss of Sidekick data in 200919 was highly publicized and analyzed 
by the CP technical community. It should also be noted that cloud providers are not compelled or 
regulated to share breach information as long as data protected by regulations haven’t been 

Table 1. Cloud Provider Overview

Provider/Offer
Service 
Model Sample Customers Comment

Google App Engine (GAE) PaaS Best Buy, UBISOFT, Flickr
GAE appeals to the startup, SMB, enterprise business, and 
students/schools as an Integrated Development Environment.

Amazon Web Services (AWS) IaaS

Autodesk, Qualcomm, SecondLife, 
Washington Post, Harvard Medical 
School

AWS appeals to the startup, SMB, and enterprise businesses as 
an OPEX option for infrastructure with price tiering based on 
scale and options.

Microsoft - Windows Azure, Microsoft SQL Azure, 
& Windows Azure plaform AppFabric IaaS & PaaS

3M, Verisign, Associated Press, Kelly 
Blue Book, Accenture, Siemens

Azure appeals to the .Net developer and all businesses. 
AppFabric provides a way to bridge MS datacenter apps with the 
cloud.

IBM Computing on Demand, IBM Smart Business, 
IBM Smart Analytics, etc.

IaaS, PaaS, 
& SaaS U.S. Airforce, SK Telecom

IBM provides full services for all company sizes with price tiering 
for scale.

Terremark Enterprise Cloud & vCloud Express IaaS USA.gov, AGORA Games, Engine Yard Infrastructure services for all company sizes.
Savvis Cloud Compute, Savvis Dedicated Cloud, 
Savvis Open Cloud Compute IaaS

HallMark, easyjet, Universal Music 
Group, Wall St. Infrastructure services for all company sizes.
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affected. One last note of interest is that all of the providers belong to one or more of the cloud 
standards groups showing common interest in interoperability and governance standards. 

 Table 2 has a mixed scoring method designed to create a max score of 7 with 7 being the 
best possible score. Several of the questions are negative questions making the “yes” answer a 
negative response thereby providing a “0” score for that question. All of the CP’s evaluated in 
this research scored better than 70% which we considered adequate for consideration for the 
CPTS assessment. 

 

 

Results of the Assessment 

 The assessments qualitative results were recorded, broken down and summarized by 
domains of security, privacy, audits, and SLA and are depicted in Table 3. 

Security Scores 

 CP3 had the strongest security score, scoring a .80. Two service providers CP5 and CP6 
scored .70. The lowest scores were from CP1 and CP2, primarily due to a lack of certifications, 
professional services, and sharing employee certifications. CP4 relatively low score of .50 is 
likely due problems encountered with navigating the CP’s website. This study was based on 
using a self-service method to perform the assessment as opposed to using email/chat inquiry 
methods or calling the CP. Ease-of-use and navigation of web portals are important 
characteristics when the service is designed to be self-service. 

 

Pre-Assessment

Business Factors

Cloud Provider 
Transparency Scorecard

Table 2. Transparency Instrument
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Privacy Scores 

 CP6 and CP3 had perfect privacy scores due to the policy being easy to find, was also 
well detailed, and included privacy explanations in white papers. CP2 lost a point due to the lack 
of professional services which they reference is provided through a partner community. CP4 had 
the lowest score of .50 due to the lack of an easy to find privacy policy for their cloud offer.   

Audit Scores                                                                                                                                                               

 All the CP’s perform SAS 70 Type II audits on their infrastructure. None of them offer 
public information about what control groups they use from SAS 70 though it was possible for 
this researcher to acquire the control group information via direct email with one of the CP’s. 
Cp3, Cp5, and CP6 all had perfect scores in the Audit section. Having internal and external 
audits and publishing them helps provide proof of capability for specific data types, especially 
those that are regulated. 

  

 

 

Service Level Agreement Scores 

 As Table 3 shows, only CP5 scored well with a .79 score on their SLA. SLA outcomes 
were skewed by the use of a weighted value for SLA that ranged from 1-5 based on a 99.5% to 
100.0%. If the CP had several different SLAs for different services then the lowest SLA was 
used for the score. In the case of CP4, it was not possible to find SLA information on their cloud 

Security 4 4 8 5 7 7 10
Privacy 4 5 6 3 4 6 6

Audit 3 1 4 2 4 4 4
SLA 3 5 4 1 8 4 9

Total 14 15 22 11 23 21 29
Security 0.40  0.40  0.80  0.50  0.70  0.70  1.00  
Privacy 0.67  0.83  1.00  0.50  0.67  1.00  1.00  

Audit 0.75  0.25  1.00  0.50  1.00  1.00  1.00  
SLA 0.33  0.56  0.44  0.11  0.89  0.44  1.00  

Total 0.48  0.52  0.76  0.38  0.79  0.72  1.00  
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portal. It should also be noted that CP5 was the only CP that provided a 100% service uptime 
guarantee. CP5 and CP6 also did not have any published outage events which may be discounted 
due to the length of time they have been offering cloud services. 

Overall Scores 

 CP3, CP5, and CP6 had the highest overall scores as shown in Table 3 with scores of .76, 
.79, and .72 respectively. CP4 score was brought down (.38) by overall lack of information 
availability on their website. CP1 and CP2 both scored near 50% with a .48 and .52 respectively 
and removing the two professional services questions actually drops the scores to .44 and .48. 

Cloud Specific Challenges  

 One question that is included in the assessment is related to specific characteristics in the 
cloud from the NIST definition regarding resource pooling. Resource pooling is more commonly 
denoted as multi-tenancy and there is much research surrounding multi-tenancy in the literature. 
The question inquired if the security policy had any specific discussion on multi-tenancy which 
none of the CPs had any specific security related documentation. The CSA document includes 
discussion on multi-tenancy and other cloud characteristics throughout the document providing 
guidance topics such as administration, threat models, and Virtual Machine (VM) regulatory 
issues.  
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Full Assessment
Security 1 Portal Area for Security Information? 1 1 1 1 0 1

2 Published Security Policy? 1 1 1 0 0 0
3 White Paper on Security Standards? 1 1 1 1 1 1

4
Does the policy specifically address multi-

tenancy issues? 0 0 0 0 0 0
5 Email or Online Chat for Questions? 1 1 1 1 1 1
6 ISO/IEC 27000 Certified? 0 0 1 0 1 1
7 COBiT Certified? 0 0 1 0 1 1
8 NIST SP800-53 Security Certified? 0 0 0 0 1 0

9
Offer Security Professional Services 

(assessment)? 0 0 1 1 1 1

10
Employees CISSP, CISM, or other 

Security Certified? 0 0 1 1 1 1
Security Sub-Total Score 4 4 8 5 7 7

Privacy 11 Portal Area for Privacy Information? 1 1 1 0 0 1
12 Published Privacy Policy? 1 1 1 0 0 1
13 Whitepaper on Privacy Standards? 1 1 1 1 1 1
14 Email or Online Chat for Questions? 1 1 1 1 1 1

15
Offer Privacy Professional Services 

(assessment)? 0 0 1 1 1 1

16
Employees CIPP, or Other Privacy 

Certified? 0 1 1 0 1 1
Privacy Sub-Total Score 4 5 6 3 4 6

External Audits or 
Certifications 17 SAS 70 Type II 1 1 1 1 1 1

18 PCI-DSS 0 0 1 1 1 1
19 SOX 1 0 1 0 1 1
20 HIPAA 1 0 1 0 1 1

Audit Sub-Total Score 3 1 4 2 4 4
Service Level 

Aggrements 21 Do they Offer an SLA? 1 1 1 0 1 1
22 Does the SLA apply to all Services? 0 1 1 0 1 1

23
99.9 = 1, 99.95=2, 99.99=3, 99.999=4, 

100=5 1 2 1 0 5 1
24 ITIL Certified Employees? 0 0 0 0 1 1
25 Publish Outage & Remediation? 1 1 1 1 0 0

SLA Sub-Total Score 3 5 4 1 8 4

Total Score 14 15 22 11 23 21

C
P

6

Cloud Provider 
Transparency Scorecard

Table 4. Transparency Instrument
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Summary 

 The scorecard shown in Table 4 was designed to cover the assessment areas that are 
frequently raised in the research and to begin to establish a high level exemplar for assessing 
provider transparency. Assessing cloud providers this early in the maturity cycle of cloud as a 
technology brings with it the caveat that cloud providers as yet do not have established standards 
for transparency. Market forces, competition, and further research are needed to determine what 
the standard for measuring provider transparency becomes.  

 A future area for research would be to evaluate if the CP provides performance 
monitoring tools such as utilization, response times, and availability. As an example, AWS 
recently launched CloudWatch for customers to monitor resource utilization, performance, and 
demand patterns. External monitors such as CloudClimate.com also provide performance data 
while companies like Keynote perform remote availability and quality testing of networked 
resources. NIST noted that resource usage reporting as a specific area for improved transparency 
for the provider and the customer. 

 One assessment method that was not included was the Shared Assessments21 (SA) 
assessment that is supported by the Federal Financial Institutions Council as a financial services 
industry standard. The SA assessment is specifically designed for outsourcing assessment 
covering the stringent requirements and regulations enforced in the financial services industry. 
The SA assessment was not included as only one of the CPs currently is a member and their 
membership was not connected to their cloud services. 

 In summary, using the CSPTS, cloud providers of today had transparency  scores ranging 
from .48 to .79 showing a great deal of variance and room for improvement across all the 
domains. This instrument is designed to provide a guideline of how an organization may want to 
evaluate the adequacy of the transparency provided by a CP. The simplicity and high level 
approach in the methodology may not be adequate for a specific organizations requirements. As 
cloud becomes more important for IT to meet their business objectives the need for transparency 
will only increase. Standardization, open reporting of information in the sample domain used in 
the methodology, and then making it readily available via the self-service model will greatly 
enhance business ability to evaluate and engage cloud providers services. 
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